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February 28, 2018 
 
To all Bidders 

 
Re: Tender No. 2016/070/0444/00 for the Procurement of E-Commerce Platform for Airport Car 

Parking Pre-booking and Ancillary Services 

 
Addendum No. 2 

1. The Israel Airports Authority ("IAA") issues this Addendum in accordance with the Request 
for Proposals issued on January 25,2018 (the "RFP"). This Addendum forms an integral part 
of the Tender Documents and which shall bind each of the Bidders in relation to the Tender 
in reference for every matter and purpose. All capitalized terms shall have the meaning 
ascribed thereto in the RFP. 

2. The attention of all Bidders is hereby drawn to the following clarifications regarding the 
Tender Documents: 

Question IAA Response 

It is requested to amend the Threshold 
Requirements to allow participation of 
Bidders who offer other e-commerce 
solutions that are not specifically designated 
for airport car parking. 

The request is denied. 

The IAA intends to start providing car park 
pre-booking services and issued this Tender 
for this purpose. 

The IAA decided to target suppliers with 
proven specific experience in car parking e-
commerce solutions, and at this time does 
not consider changing the Threshold 
Requirements that were set to the Tender. 

Having said that, following the term of this 
engagement (3 years), the IAA shall 
reevaluate its needs and may consider a 
different concept.   

Annex C of the Contract (information security guidelines) is attached to this Addendum 
and shall constitute part of the Tender Documents.  

3. You are kindly requested to acknowledge receipt of this Addendum, no later than 2 days 
following receipt thereof, by a written notice to the IAA, in the format attached to this 
Addendum as Appendix A. 

Sincerely, 
 
Carmel Goldberg 
Senior Contracts Manager 
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Appendix A 

Acknowledgment of Receipt 
Date: _______ 

 

To: 
Mr. Carmel Goldberg 
Senior Contracts Manager 
Logistics Department 
Israel Airport Authority 
Ben Gurion International Airport 
P.O. Box 7 
Tel-Aviv, Israel 

         Fax no. +972 3 971 1296 
 

 

 

Re: Addendum No. 2 – Tender No. 2016/070/0444/00 for the Procurement of E-Commerce 
Platform for Airport Car Parking Pre-booking and Ancillary Services 

 

 

Pursuant to the RFP for the Tender in reference and in accordance with the provisions thereof, we 

hereby acknowledge receipt of Addendum No.2. 

 

 

 

       

 (name of participant and authorized representative’s signature) 
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Annex C - Information Security Guidelines 

1. Introduction 

This Security Requirements Appendix (this “Annex”) establishes the basic requirements for a Supplier’s information 
security, as needed to ensure the Confidentiality, Integrity and Availability of IAA data or IAA systems. The 
Supplier is required to comply with these requirements throughout the Supplier’s contractual term, under the 
agreement that this appendix is attached thereto ("Agreement"). Nothing herein shall derogate from the Supplier’s 
confidentiality obligations as set forth in Sections 8, 9 of the Agreement.  

2. Terminology  

2.1. "Contractor" refers to a Supplier's subcontractor, independent contractor, service provider or agent that uses or 
has access to any IAA Confidential Information. 

2.2. "Encryption" refers to the reversible transformation of data from the original (plaintext) to an obfuscated 
format (ciphertext) in a manner and mechanism coordinated and agreed upon with the IAA, in advance. 

2.3. "IAA Data" refers to any confidential, sensitive or proprietary information disclosed by the IAA and/or one of 
its subsidiaries and/or an affiliated company, including any information disclosed prior to the commencement 
date of the Agreement and including, without limitation, technologies, business plans, product plans, designs, 
component specifications, algorithms, costs, prices and names, finances, licensing strategies, business 
strategies, future products, future solutions, future services, research, software, customers lists, confidential 
information of third parties and any personally Identifiable information related to customers, executives, 
employees or other persons related to the IAA. 

2.4. "Information Security Incident" refers to an attempted or successful unauthorized or unlawful access to, or 
processing of, any IAA data, by any person or automated process, or any interference with the Supplier's or a 
Contractor's information system, that might result in a Material Data Breach.  

2.5. "Material Data Breach" refers to a breach of a Supplier's (or a subsidiary or his Contractor's) undertaking 
under this appendix that will, or is likely to, compromise the Confidentiality, Integrity or availability of any 
IAA data, or violate any privacy or data protection requirement under applicable law. 

2.6. "Use" Refers to any view, process, access, receival of, transmittal of, transfer of, storage of, archival of, 
backed-up, retainale and/or performance of any similar activities on systems or data. 

3. Security Reviews  

3.1. The Supplier grants the IAA the right to conduct annual reviews of the Supplier’s security controls for the 
entire period that the Supplier uses or holds IAA Confidential Information.  

3.2. Upon reasonable prior notice by the IAA, the Supplier will cooperate and furnish the IAA with all 
documentation, information, assistance and access to facilities as deemed necessary by the IAA in order to 
facilitate such annual reviews. 

3.3. If the IAA finds a Material Data Breach during its review of the Supplier’s security controls, the Supplier will 
file a remediation plan with the IAA within two (2) days following the completion of such review, and the 
Supplier will remediate the identified Material Data Breach without any delay, and at his own cost.  

3.4. If any other (non-Material Data Breach), issue is found during the IAA’s review of the Supplier’s security 
controls, the Supplier will file a remediation plan with IAA within thirty (30) days following the completion of 
such review and the Supplier will remediate each issue in a timely manner in accordance with a remediation 
schedule agreed to by the parties. This in order to ensure that and such breach does not affect the IAA data 
stored at the Supplier.  

4. Specific Security Requirements 

4.1. Security Policy The Supplier will maintain a comprehensive set of written security policies and procedures 
which cover, at a minimum: 

4.1.1. The Supplier’s commitment to information security; 
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4.1.2. Information classification, labeling, and Use policies and procedures describing the permissible 
methods for information Use, destruction and records retention; 

4.1.3. The suppliers definitions of data access rights for employees, subsidiaries or contractors for 
information and data systems at the Supplier; 

4.1.4. Acceptable use of Supplier’s assets, including computing systems and networks;  

4.1.5. Logging and monitoring of Supplier’s production environment, including physical and logical access 
to Supplier’s networks and systems that process IAA Confidential Information; 

4.1.6. The relevant topics as described in the remainder of this Schedule. 

4.2. Information Security Officer 

The Supplier will appoint an Information Security Officer designated to maintain, monitor, review and enforce 
the Supplier’s information and physical security at his sites.  
It is possible that the information security officer will also be the responsible person for physical security at 
the supplier's facilities as well as for logical security (cyber security). If this is not the case, the Supplier will 
appoint a separate individual for each security specification. 
This Information Security Officer will be required to ensure the Supplier as a company and all sub-contractors 
should these exist, sign the relevant secrecy documents pertaining to the IAA as will be given him. He will 
also be responsible that all employees of the Supplier, subsidiaries and contractors be aware of the IAA's 
security regulations should this be pertinent. 

4.3. Independent Audits  

4.3.1. The Supplier is required to use an independent third party to conduct audits of the Supplier’s 
information security policies, practices and controls at least annually and in accordance with the 
Industry’s best practice.  

4.3.2. The Supplier will have a reputable independent third-party perform penetration tests at least once 
each year for all externally-facing applications that process IAA Confidential Information or allow 
access to such information that are under the supplier’s control. The Supplier is required to correct, 
within a mutually agreed upon period of time, all material issues discovered in the course of such 
penetration tests and provide the IAA with a written report that will include the tests results and the 
correction of all identified vulnerabilities and risks. 

4.3.3. Upon request, The Supplier will provide the IAA with access to such independent audit reports 
(relevant only to the products and/or services being provided to the IAA and/or the activities 
conducted by the Supplier pursuant to this appendix) that have been performed on the Supplier, such 
as an SSAE 16 Type II (SAS 70 Type II) audit or SysTrust certification. 

4.4. Internal Scans and Reviews 

The Supplier will: 

4.4.1. Perform secure code reviews using automated scanning tools for all externally-facing applications and 
for any software developed by Supplier (or any of its Contractors);  

4.4.2. Perform vulnerability scans at least once a year for all externally facing applications that handles IAA 
data. The Supplier will correct, within a mutually agreed upon period, all material issues discovered 
in the course of any such vulnerability scans. 

4.5. Asset and Information Management 

The Supplier will maintain an inventory of relevant systems hosting IAA data (In any form) and all physical 
computing and software assets the Supplier uses in the performance of its activities under this Agreement. 

4.6. Physical and Environmental Security 

The Supplier will: 

4.6.1. Restrict entry to the Supplier’s area(s) where IAA data is processed, stored and maintained, solely to 
the Supplier’s personnel and to those authorized for such access, and this on a least-privilege basis. 



 

  טלפון : 9750587 -  03, 03-9750581 פקס : 9711296-  03– 7015001כתובת : ת"ד 7, נמל התעופה הבינ"ל בן- גוריון              5

Address : P.O.Box 7, Ben-Gurion International Airport 7015001, Phone:972 3 9750587, Fax:972 3 9711296 
 

4.6.2. Employ physical entry controls and monitoring for all areas where IAA data is processed, in a manner 
equal with the sensitivity of IAA's data, and in accordance with specific requirements conveyed by 
the IAA from time to time.  

4.7. Information Security at the IAA premises 

4.7.1. The publication/extraction of data owned by the IAA, including information prepared by the 
employees of the corporation on the premises of the IAA, requires the written approval of the 
information security officer at the IAA. 

4.7.2. Connecting a magnetic or optical device to computer system on IAA's premises requires prior written 
approval of the information security officer at the IAA. The same applies to magnetic or optical media 
of various types of software, as well as various external devices (DOK, laptops, Smart Phones etc.), 
or any device that can store information, and any other information platform. 

4.7.3. Any changes in the computer and communications systems of the IAA, the use of external security 
software and the installation of new security measures require the prior written approval of the 
information security officer at the IAA, according to a written proposal of the supplier and a 
discussion, as necessary. 

4.8. Employees 

In coordination with the IAA, the Supplier will: 

4.8.1. Where and to the extent permitted under the applicable law, and where required by the IAA, perform 
in advance, and at his own cost, as well as repeat from time to time, comprehensive background 
checks as a precondition for each of the Supplier’s personnel (including Contractors' personnel) being 
granted access to the IAA's Confidential Information; and, 

4.8.2. Abide by any requirements by the IAA to perform background checks in order to allow the employees 
access to the IAA's systems or locations; 

4.8.3. Train its new personnel (including Contractors' new personnel) and provide annual education 
refreshers on the acceptable use and handling of Confidential Information. 

4.8.4. All Employees who have access to IAA data or to IT systems will be required to sign the commitment 
to secrecy document, which required each individual to not reveal information regarding the IAA 
without permission. 

4.9. Communications and Operations 

The Supplier will: 

4.9.1. Perform regular backups sufficient to restore services to the IAA within the recovery times separately 
agreed upon;  

4.9.2. Use, whether independently and/or with/by Contractors, any and all IAA data strictly by utilizing 
encryption mechanisms as coordinated with the IAA in advance; 

4.9.3. Maintain an inventory of the third parties and/or locations outside of Supplier’s premises that Use any 
IAA data (or hold said information): The purpose for their Use (or hold) of such IAA data, the manner 
in which such IAA data was provided to such third party, the transmission and encryption method 
(where applicable) used, a description of the IAA data that was so provided, the name of the IAA 
employee that approved such an arrangement and the date such approval was obtained; 

4.9.4. Maintain up to date malware detection and prevention measures, a hardened Internet perimeter and a 
secure infrastructure using firewalls, intrusion prevention system and other commercially reasonable 
mechanisms. 

4.9.5. Implement regular patch management and system maintenance for all of Supplier’s systems including 
virtual machine implementations that use (or hold) IAA data; 
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4.9.6. For production environments that make use of virtualized infrastructure to use (or hold) IAA data, 
implement security measures consistent with the then-current industry's best practices.  

4.9.7. Segregate and protect IAA data from the Supplier’s other client data. 

4.10. Access Control 

The Supplier will: 

4.10.1. Utilize and enforce best practices for user, administrator and system authentication, such as password 
format, strength and individually unique user IDs creation; 

4.10.2. Establish procedures for granting and revoking access rights to information, such rights to be based 
on the "need to know" principle and dependent upon the sensitivity of the IAA data, and review them 
at least annually to ensure that restrictions are kept current; this in reference to IAA Information.  

4.10.3. Regularly review reports of user entry into Supplier’s facilities housing IAA data; and 

4.10.4. Implement procedures to ensure that printed or electronic versions of the IAA data are not left 
unattended on desktops, printers or elsewhere in an unsecured manner. 

4.11. Application Development  

The Supplier will implement a secure development methodology that incorporates security throughout the 
development lifecycle and complies with the following practices:   
4.11.1. The Supplier will implement secure coding standards, train all relevant application development 

personnel in secure application coding, and make sure that any application that Supplier develops 
under the Agreement is not vulnerable to known risks and exploits. 

4.11.2. The Supplier will define three (3) work environments (at least) – Development, Tests, Production. 

4.11.3. The Supplier will be responsible for performing penetration tests and application vulnerability tests 
by a reputable independent third-party, or perform the tests by itself, using industry acceptable tools. 
The Supplier will use the Open Web Application Security Project testing guide in reference to, but 
not only, the top 10 vulnerabilities, as a mandatory reference to the application testing.  

4.11.4. The Supplier will remediate all material issues discovered in the course of such tests and provide IAA 
with a written report of the results of the tests and the correction of all identified vulnerabilities and 
risks. This in reference to any application developed specially for the IAA. 

4.11.5. The Supplier will use source code control tools and procedures to test, document, authenticate and 
audit all modifications and additions to the application code.  

4.11.6. Per request, the Supplier will provide the IAA with application security related documentation created 
or processed throughout the Development Lifecycle.  

4.11.7. Notwithstanding any of the above, the Supplier will make sure that every Supplier's sub-contractor 
that is engaged in developing an application or parts thereof, under the Agreement, will comply with 
all the above requirements. The Supplier will certify in writing to the IAA that a sub-contractor is 
compliant with the above requirements. 

4.12. Contractors  

The Supplier will: 

4.12.1. Take reasonable steps to select and maintain Contractors that are capable of maintaining security 
measures in accordance with applicable laws and regulations and in a manner no less protective than 
the requirements set forth in this Agreement, including this Appendix;  

4.12.2. Understand that use of contractors or a specific contractor, may in some instances be only after 
receiving prior authorization in writing from the IAA; 

4.12.3. Ensure that he has an applicable agreement with each Contractor that includes all the requirements 
under these guidelines;  



 

  טלפון : 9750587 -  03, 03-9750581 פקס : 9711296-  03– 7015001כתובת : ת"ד 7, נמל התעופה הבינ"ל בן- גוריון              7

Address : P.O.Box 7, Ben-Gurion International Airport 7015001, Phone:972 3 9750587, Fax:972 3 9711296 
 

4.12.4. Not provide to any Contractor, or allow any Contractor to use, hold or access IAA data without 
obtaining the prior written consent of the IAA;  

4.12.5. Be responsible to the IAA for all acts and omissions of any Contractor; and 

4.12.6. Conduct an annual security review of each Contractor, in accordance with the annual security review 
standards that IAA requires from Contractor under the terms of this policy and provide the IAA with 
a full written report of the review.  

4.13. Information Security Incident Management  

The Supplier will: 

4.13.1. Establish, employ and maintain an information security incident response process that includes 
evidence preservation, informing and working with law enforcement and government agencies, and 
performing forensic analyses;  

4.13.2. Promptly, upon becoming aware of any Information Security Incident involving IAA data, notify and 
provide ample details and analysis to the IAA as deemed necessary by the IAA's representatives; and 

4.13.3. Take all necessary measures to rectify the Information Security Incident in as quick a manner as 
possible. Any costs and expenses in this regard will be borne solely by the Supplier. 

4.14. Business Continuity Management  

In order that the IAA may ensure the compliance of the Supplier with the safety, integrity and availability of 

its (The IAA's) data stored with the Supplier, the Supplier will: 

4.14.1. Establish and maintain a comprehensive business continuity plan (“BCP”) that covers the restoration 
of both technology and business operations in case of an unplanned event; and 

4.14.2. Test its BCP at least annually, provide IAA with an annual detailed attestation that Supplier 
successfully conducted a test of its BCP and allow IAA to review the results of Supplier’s BCP tests 
conducted within the then most recent three (3) years. 

5. Breach and Indemnity 

5.1. Failure by the Supplier to take all necessary corrective technical, administrative, legal and regulatory measures 
in response to an Information Security Incident will constitute a material breach of the Agreement. 

6. Further Instructions 

6.1. The IAA, may, at its sole discretion, provide further instructions to the Supplier and its Contractors or require 
additional information security requirements, all as deemed necessary by the IAA. The Supplier and his 
Contractors will notify the IAA of any failure to comply with any and all such instructions and requirements. 
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Appendix 1 - IAA Personal Data Protection Guidelines 

The Supplier will comply with the following privacy and data protection guidelines: 

1. Notice and Consent 

If while performing services for the IAA, the Supplier collects Personally Identifiable Information ("Personal Data" 
or "PII") directly from individuals (not via the IAA), then: 
1.1 The Supplier will provide (1) the purpose for collecting and processing the Personal Data; and, (2) if the 

Personal Data is transferred to third parties - the identity of the third parties, the fact that the individual's 
Personal Data will be transferred abroad (if applicable), and the purpose for such data transfers – all in 
accordance with Supplier's duties and obligations under the Agreement. The Supplier will further include in 
the notice any other detail, if and to the extent required under the applicable law of the country in which the 
data will reside.  

1.2 The Supplier will receive the IAA’s informative consent to the collection, processing and trans-border data 
transfer of their Personal Data, and this in writing.  

1.3 The Supplier will document and maintain adequate and auditable record of all notices provided to and the 
consents given.  

1.4 The Supplier will have in place a mechanism under which IAA may require having PII data removed and 
erased, any and all of his or her information acquired by the Supplier and have proof of this being 
performed. 

2. Confidentiality and data security 

The Supplier will treat all Personal Data that it collects and processes as Confidential Information, and will secure 
the confidentiality, Integrity and Availability of such Personal Data. All provisions of the Information Security 
Requirements Appendix will apply to the Supplier's processing, including the collection, storage and transmission of 
Personal Data.  
 

3. Accuracy 

The Supplier will make sure that Personal Data stored and processed by the Supplier is accurate, up-to-date, and 
pursuant to IAA's instructions, or where required under applicable law, will rectify or delete false or outdated 
Personal Data.  
 

4. Right of Access 

The Supplier will promptly notify the IAA of any request by an individual, or that individual's authorized 
representative or guardian, to exercise the right under the applicable law to access, amend or delete the individual's 
Personal Data that resides on the Supplier's (including the Supplier's Suppliers') databases and systems. The Supplier 
will respond to such access request in accordance with the applicable law, and in accordance with any IAA's 
instructions. 
 

5. Data disclosure 

The Supplier will promptly notify the IAA, unless legally prohibited to do so, of any request by, or order received 
from a governmental, judicial or administrative authority to access Personal Data processed by the Supplier. To the 
extent legally permitted, the Supplier will follow the IAA's instructions related to the disclosure of the Personal Data 
and will cooperate fully with the IAA in any effort to limit the scope of such requests or orders, or quash them 
altogether. The Supplier will not disclose Personal Data that is not specifically requested or ordered to be disclosed 
by a competent authority. 
 

6. No other access or disclosure 

Except for the terms herein, the Supplier will not provide access to, or disclose Personal Data, unless the IAA has 
pre-approved the request in writing.  
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7. Trans-border data flow 

If the Supplier's collection and processing of Personal Data is governed by the laws of any state in the European 
Economic Area, or resides in any other jurisdiction that regulates the transfer of personal information outside that 
jurisdiction, and the Supplier processes that Personal Data at locations outside of these jurisdictions, then the 
Supplier will implement and pre-approve with the IAA, prior to any transfer of data, a procedure for trans-border 
data transfer that will follow the requirements under the applicable law, including by using adequate measures, such 
as the EU Model Contractual Clauses or the EU Binding Corporate Rules or GDPR, or any equivalent guidelines and 
regulations.  
 

8. Supplier Employees 

The Supplier will provide proper privacy and data protection training to all personnel that have access to the IAA's 
Personal Data, in accordance with the terms of the Information Security Requirements Appendix. If applicable, it is 
preferable if background checks are performed. 
 

9. Contractors and Other Third Parties 

The Supplier may not engage with a Contractor or any other third party to process the IAA's Personal Data without 

the IAA's prior written and explicit authorization, this subject to the following conditions:  

9.1 The Supplier will perform and document a risk analysis, to make sure that the processing of Personal Data 
by a Supplier will not compromise the Supplier's obligations under the applicable law and these guidelines; 

9.2 The Supplier will perform a privacy due-diligence assessment over the chosen Supplier's privacy practices, 
and will not engage with the Supplier, unless the Supplier's privacy practices conform to these guidelines.  

9.3 The Supplier will execute a written agreement with the Supplier that substantially includes all requirements 
under these guidelines.  

10. Additional requirements - Cloud computing services 

Without limiting any requirement in these guidelines and in the Information Security Requirements Schedule that 
apply to Suppliers, any contractual engagement of the Supplier with a cloud-computing service provider ("Cloud 
Provider"), to collect, store or process Personal Data, should substantially include the following terms: 
 
10.1 Details on the Cloud Provider's service level agreement and the penalties of non-compliance;  
10.2 Specification of security measures that the Cloud Provider must comply with, depending on the risks 

represented by the processing and the nature of the processed data that substantially comply with the 
requirements of the Information Security Requirements Schedule.  

10.3 The extent, manner and purpose of the processing of Personal Data by the Cloud Provider as well as the 
types of personal data processed. 

10.4 Specification of the conditions for returning the Personal Data or destroying the data once the service is 
concluded. Furthermore, it must be ensured that personal data are erased securely at the request of the IAA. 
Proof of this will be transferred to the IAA. 

10.5 Inclusion of a confidentiality clause, binding both upon the Cloud Provider and any of its employees who 
may be able to access the Personal Data, that will be no less restrictive than Supplier's confidentiality 
obligations to the IAA.  

10.6 Obligations on the Cloud Provider’s part to support the Supplier and the IAA in facilitating the exercise of 
data subjects' rights to access, correct or delete their Personal Data, pursuant to the IAA's instructions. 

10.7 Obligation on the Cloud Provider part to avoid any communication of Personal Data to third parties, even for 
back-up, disaster recovery or archival purposes, unless all third parties are listed in the contract and both the 
Cloud Provider and the third parties will act with respect to the Personal Data only on instructions from the 
Supplier.  

10.8 The Cloud Provider and any such third parties will be subject to duties in substantial similarity to the 
Information Security Incident Management chapter in the Information Security Requirements Appendix and 
the data breach notification requirements in these guidelines.  

10.9 The Cloud provider will list all locations in which the IAA's Personal Data may be processed. The IAA 
retains the right to define in which borders or locations worldwide, it's data may be stored or processed, 
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10.10 The Supplier and the IAA's retain the right to monitor the processing and storage of Personal Data on the 
Cloud Provider's systems, and the Cloud Provider’s corresponding obligations to cooperate. 

10.11 The Cloud Provider must inform the Supplier of any changes in the Cloud Provider's services that may have 
an impact on the confidentiality, availability and integrity of the Personal Data, or a change in storage 
location of the data.  

10.12 The contract should provide for logging and auditing of relevant processing operations on Personal Data that 
are performed by the Cloud Provider or its sub Suppliers. 

10.13 The Cloud Provider must notify the Supplier of any legally binding request for disclosure of the Personal 
Data by a law enforcement authority, unless such notification is legally prohibited. 

10.14 A general obligation on the Cloud Provider’s part to give assurance that its internal organization and data 
processing arrangements, including those of its sub-processors, are compliant with the applicable national 
and international legal requirements and standards. 

10.15 The Cloud Provider adopted reasonable measures to cope with the risk of disruptions, such as backup 
internet network links, redundant storage and effective data backup mechanisms. 

10.16 The Cloud Provider deploys intrusion detection and prevention systems to prevent any interference with the 
integrity of the Cloud Provider's IT systems.  

10.17 All technical and organizational measures used by the Cloud Provider's to store, process or secure the 
Personal Data, should support transparency to allow efficient review and audit.  

10.18 The Personal Data will be isolated in logical partitions specifically and exclusively designated for the 
Personal Data (and any other IAA Confidential Information).  

10.19 The technical and administrative feasibility to migrate the Personal Data from the Cloud Provider to another 
provider.  

10.20 The Cloud Provider appointed a data protection officer that is responsible for all aspects of data protection 
compliance.  

10.21 The Cloud Provider must demonstrate its ability to present the applicable data protection authorities, upon 
request, all necessary data protection measures and procedures.  

10.22 All laws, rules and regulations related to trans-border data transfer are complied with.  

11. Breach notification  

11.1 Without limiting the Supplier's obligations under the Information Security Incident Management chapter in 
the Information Security Requirements Appendix, the Supplier will cooperate with the IAA and provide all 
requested assistance to the IAA’s investigation, and to any investigation conducted or led by a judiciary, 
regulatory or government authority of an Information Security Incident that involves a potential data breach 
under the applicable privacy and data protection laws.  

11.2 The Supplier will coordinate and receive the IAA’s prior written and explicit approval (unless otherwise 
required under the applicable law), to any transmission of notifications to all potentially affected individuals, 
and to any printed and electronic publication of the breach  

12. Data retention and destruction  

12.1 Without limiting the Supplier's obligations to destroy Confidential Information under the Information 
Security Requirements Appendix, the Supplier will keep individuals' personal information in a Personal Data 
form for no longer than necessary, in accordance with the purposes for which the Personal Data were 
collected or for which they are further processed, pursuant to the Suppliers' duties and obligations under the 
Agreement.  

12.2 The Supplier will permanently remove or de-identify Personal Data from the Supplier's, and from all 
Suppliers', including all hosting and cloud-bases service providers' systems and devices, when there is no 
further need to retain the data in a Personal Data form, subject to a prior notice that the Supplier will send the 
IAA and to pursuant to the IAA's instructions to the Supplier with respect to the data removal or de-
identification. Proof of this will be transferred to the IAA. 
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