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  2017 יולי 16 
  מכרזה משתתפי: לכבוד

  דוא"ל באמצעות      

בחוזה למתן שירותי ביטוח באמצעות פוליסת ביטוח להתקשרות  0707201//000093/מס'  מכרז פומבי: הנדון
  רשות שדות התעופה סייבר עבור

  6הבהרה מספר 

 על שנשאלו לשאלות הרשות תשובות להלן ,שבנדון במכרז ההצעות הזמנת לטופס 22.4 סעיף להוראות בהתאם
  :הליךב םמשתתפיהידי מי מ

  תשובה  שאלה  

1.   

What is the volume of PII, 
PHI and PCI that is stored 
on the firm’s network (note 
that this includes customer 
data as well employee 
records)? 

The Israel Airport authority does not at this time store PCI 
information. All CC transactions that are performed for services at 
the IAA, are done via third party systems and the information is 
stored there. 

The Israel Airport authority does not at any time store passenger 
PAA or PHI. This has been clarified in pervious correspondences. 
We do store both PII and PHI information of employees which is 
for organizational use only and is not shared with other entities 
(Unless legally bound to do so by court order). The volume size of 
information stored is in the 100's of Giga. 

2.   

Who within the firm is 
ultimately responsible for 
data security and privacy 
related issues? 

The IAA's IT Department is responsible for the security systems 
and data security in order to protect the information, according to 
the guidance of the legal department, in so much as the systems 
that are under the control of the IT Department. 

3.   
Confirmation that user’s 
data access rights are at 
least annually reviewed. 

Those systems that are under the control of the IAA's IT 
department operate according to internal revues which are under 
the responsibility of the system managers. Each system manager 
performs ongoing verifications as to who has been granted access 
to what systems. They do not check what rights were given unless 
there is a reason to. 

The IT Department is responsible to add, change or remove users 
and user rights in accordance with the requests of the system 
managers only. 

4.   

Is access to sensitive data 
centrally monitored in real 
time? 

 

There is no one central point where access to data, sensitive or not 
is monitored, but there are several systems which monitor access, 
and additional methods of monitoring are being added these days 
(as part of the SOC establishment). 

5.   

Why is there no documented 
privacy policy in place? Is 
the firm looking to draft and 
implement a companywide 
privacy policy within the 

The IAA does not have a documented privacy policy and is not 
planning to draft one within the next 12 months.  

 



   
 

  
2 

 9711296-03פקס :   9750581-03, 0203597-03טלפון :  7015001גוריון - , נמל התעופה הבינ"ל בן7כתובת : ת"ד 
Address : P.O.Box 7, Ben-Gurion International Airport 7015001, Phone:972 3 9750203, Fax:972 3 9711296 

  תשובה  שאלה  

next 12 months? 

6.   

Describe actions taken by 
the firm to prevent outages 
from occurring, including 
usage of backup power 
systems, fault tolerant 
architecture, excess 
bandwidth for multiple 
providers, etc. 
 

This is a very complex question and due to the fact that a complete 
answer would give too much information regarding the operations 
of the Airport systems, the following will have to suffice:
The Airport uses multiple power systems, as well as having it's 
own backup power plant and multiple generators which take over 
in case of a full power outage. 

The airport IT systems run on a fully fault tolerant system utilizing 
VM, Load Balancing, multiple clustered servers and storage units 
as well as multi routing configurations, multi control rooms etc.
The Neser Law requires the IAA to use multiple providers for 
bandwidth and communication and does so. Various systems are 
connected via separate providers and have backup routes.
The IAA IT Department is in the final stages of the plan to move 
one of the local server core rooms to a remote site in Jerusalem. 

7.   

Does the firm have a formal 
change control policy 
including risk assessment, 
testing, authorization, 
change control procedures 
and roll back procedures for 
major systems? 

The IAA IT Department has these in place for the systems under 
its control. 

8.   

Does the firm have 
protocols for the maximum 
lifecycles of system/network 
equipment within the 
organization? 

The IAA IT Department has this in place for all the equipment 
under its control, including WS's, Servers, routers, cabling and 
security equipment. 

9.   

During the past five (5) 
years, has the firm 
experienced any 
occurrences, claims or 
losses related to the failure 
of the firm’s Computer 
System? If so, please 
provide details. 

We do not know of any such occurrences. 

10.   
Does the firm segregate key 
systems from the corporate 
network? 

Yes. 

11.   

Describe the firm’s access 
control procedures including 
thee password management 
policy and the use of multi-

Active directory based authentication. Individual usernames, 8 
character long three tier passwords, 10 level non-repetitive 
passwords, 6 months password changes. Administrators have 9 
character long passwords and three monthly change requirements. 
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factor authentication. All administrator accounts are being shifted to an automatic 
password change system including action recording by CyberArk. 

12.   

Describe the firm’s patch 
management process 
including the timescale for 
installing critical patches 
and the testing process. 

Patches are installed on a quarterly to half-yearly basis, unless it is 
a major or critical patch, or a patch which is considered necessary 
by the Cyber security division. In that case, patches are installed as 
soon as is operationally possible (usually within a few days of the 
patch release). 

The testing process is based on installing the patch or patches on 
various test workstations and servers, and testing the operational 
applications to ensure they continue to work 

13.   

Does the firm have any 
networks operating on 
unsupported systems (i.e. 
Windows XP)? If so is there 
is a remediation plan in 
place to migrate these onto 
supported systems? What 
additional security measures 
are in place to reduce the 
threat posed by the 
continued use of such 
unsupported systems? 

Due to the fact that airport based systems, in many cases, are 
designed by external companies, and the upgrade path of some 
systems is very slow, there are a few old unsupported systems that 
operate here. None of those systems is connected to a critical 
network, and all are based on static IP addresses which are 
blocked in the security mechanisms from accessing anything 
excepting the systems they are allowed to, including being blocked 
from internet access completely. 
As well as this, all these systems are monitored on the security 
systems and have a higher level of alarms. 
In regards to changing or updating those systems, it depends 
entirely on the decision of the airport to change them to more 
modern systems. An issue which is based on the availability of 
such systems and the actual necessity to make the change other 
than the fact that it runs on an unsupported OS. 

14.   

Does the firm conduct 
proactive vulnerability 
scanning on a regular basis? 
 

We perform proactive and active vulnerability scans on the 
systems in accordance with a yearly plan. In addition, we perform 
Penetration tests and code tests on choice systems, both internally 
coded and external. 

15.   

Does the firm back-up 
critical systems on at least a 
daily basis? Are such back-
ups stored in a secure off-
site location? 

All the systems that are under the current control of the IAA's IT 
department are backed up on a daily basis to tape. In addition, 
there is an active online flash image backup of critical systems on 
the main storage. The tape backups are stored offline at a secured 
authorized location for 30 days. 

16.   

Are network security audits 
an external penetration tests 
conducted on a regularly 
basis by a 3rd party? If so, 
where any serious concerns 
raised as a result of the most 
receipt audit? 

The IAA's IT department runs security audits on its cyber security 
systems, On the external internet facing systems, and on internal 
systems in accordance with a yearly plan, as well as on all new 
systems that are installed during the year by the IAA and that are 
under the control of the IT department. 

No serious concerns were raised in any of the last audits or pen 
tests, and all concerns that were raised were dealt with and fixed 
either by augmenting and changing the code or by adding 
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additional security block or checks. 

17.   

Does the firm provide 
employees with continuing 
data and cyber security 
training? 

The Cyber division of the IT department has a yearly plan for end 
user education which is implemented using online methods (email 
based, video based), and is in the process of creating, together with 
the IAA's Education department, a course that will be imparted to 
all the employees of the organization. 

In addition, the cyber division puts out quarterly magazines in 
which it updates all the employees regarding the status of cyber 
issues and gives educational tips which can be used at home.
Finally, the Cyber division ensures that in cases where interesting 
issues have occurred, whether internally or in the world at large, a 
companywide email explaining the issue is sent to everyone. 

  
  
  
  

  

  הברכב

  
  
  

  המציע חתימת
  

___________________________  

  :העתקים
  אחראית ביטוחים -    איה אבן טוב

  בכיר ליועמ"שסגן  -      קרן כהן
  רא"ג סייבר ואבטחת מידע -    רועי לאופר
  רפרנטית רכש בכירה -    לייני שפיגל

  עדותמזכירת ו -    אריאלה קעטבי
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